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Before calling the Support Desk, please complete the following steps:

U Verify that you are able to get to https://accessaz.bannerhealth.com in Arizona or
https://accesswr.bannerhealth.com in the Western Region. If you are unable to access the site,

please contact your Internet Service Provider (Cox, Qwest, etc.) to troubleshoot your internet
connection.
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U Verify that your username and password are valid by logging into Outlook Web Access at
https://bhsmail.bannerhealth.com. If you are unable to login to OWA, you can attempt to reset
your password by using the “Need to Reset your Password? Click Here” link at the bottom of the
page. You may also call the Support Desk to have your password reset.
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Support Desk Contact information:

Arizona users can contact the Support Desk at 602-747-4444 or 877-247-3499. Western Region users
can call 970-350-6669 or 800-424-8930. Non-urgent issues can also be sent via email to
ITSupportDesk@bannerhealth.com. Emails will be responded to within 24 hours.

The Support Desk can assist with:

Resetting your password

Verifying that the SSL VPN system is operational

Installation of the SSL VPN client and verification of correct laptop configuration for Banner-
owned devices ONLY. (This support is only provided during business hours, while the laptop is
onsite at a Banner facility and connected to the Banner network.)

The Support Desk cannot assist with:

Troubleshooting your internet or home network connection
Installing the SSL VPN plug-in on your home PC

Any error messages that are related to the SSL VPN or Remote Desktop software on your home
PC

Any configuration of your personal PC or printer.
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How to access SSL VPN:

SSL VPN requires that a browser plug-in be installed the first time that you access it on your PC. The
exact steps depend on the browser you are using (Internet Explorer on Windows, Safari on Mac OSX,

etc.).

Internet Explorer on Windows XP:

1.

Open https://accessaz.bannerhealth.com in Arizona or https://accesswr.bannerhealth.comin
the Western Region in your web browser
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2. Login into the website with your network user ID and password.
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3. Agree to the terms and conditions of use by selecting “Continue”.

This sits is for use only by Banmer Healtf (BH)
authonzed users for BH official business.
Unauthorized accessiuze and attempted
accessiuse of this systern is prohibited and
rmay constitute a Fedaral andiar state crime
Linauthorzed disclosure of information
abtained from this syatem Is also prohibited
and may constitute a Federal and/or slate
crime. BH reserves the right to monitor,
intercept record read, capy, access, of
capture user aclivity, whether authorized o
unauthorized

| Canee| | | Continue |
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Hint: Your network ID is typically
your first initial with your last name
The password is the same you use
to login to your computer at work.



4. At this point you should be at the VPN home page.
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It should look something like the following:
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You may not see certain options based on your security access.
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5. Click on the AnyConnect button on the left. You will see this page:
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6. Click on “Start AnyConnect”. If this is the first time this has been done, you will see the
following prompt:

?-PI"I Client Downloader

The installer is setting up the AnyConnect application, This could
take & moment., Please walk, ..
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7. After the installation is completed, you should see the following:

== -
l.“gl EE ! arteas | ara L - | hiese | L
o S mer s ks | {
E [
S TaiinabEEREG | o / —l
Wi | il cisco AnyConnect VPN Client
G%nﬂmnr
l.i:,‘ wWebEaumich Ty bivy Estublishyd
The Thes ity lorrestalil Shior nas 2 dsecsaully
_ Mlatform Sl .
Retsction Tl oy 2sey e e comle Ul il e besy aa
Artiuod firslad e paee el o
1
A - Eanneshed B
' [L#ial
£ s

On the system tray (at the bottom right of your screen, next to the clock), you should see a symbol
looking like a green “bar bell” with a padlock.

Note —you can logoff from the AnyConnect client by right-clicking the green “bar bell” or selecting the
Logout link at the top right of the page.
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Safari on Mac OSX:

1. Open https://accessaz.bannerhealth.com in Arizona or https://accesswr.bannerhealth.com in
the Western Region in your web browser
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2. Login into the website with your network username and password.
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3. Agree to the terms and conditions of use by selecting “Continue”

This site is fer Use ohly By Banner Health (BH)
aulhorized usars Tor BH official businass.
Unauthorized access/use and attempled
access/use of this systerm Is prohiblted and
may canstitute 3 Federal andfor state crime
Unauthorizaed disclesure of iInformation
obtained from this system |s alsa prohibitad
and may constilute a Federg| and/or state
ctime. BH resenves the righl to monitar,
imtercapl, record, read, copy, Sccess, of
capiure user activity, whether autharized or
unautherized.

| Cancel | | Continue |
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4. On the post-login portal page, select the AnyConnect menu option
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6. Click “Trust” to accept the certificate warning.
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https:/ /accessaz.bannerhealth.com
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7. Wait for the Cisco AnyConnect client to automatically make the connection.
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8. Confirm that the Cisco AnyConnect icon ( =] )is visible at the top right of your screen.

$ P A Groeswm wed 746 AM )

Note —you can logoff from the AnyConnect client by selecting the Logout link at the top right of the
page.

=

Logout ﬂ
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Configuring Your Banner Laptop to Access Your Home Network

This document will walk you through configuring your Banner laptop to connect to your home network.
The Support Desk does not support home or outside networks, but this guide will walk you through the
necessary steps to configure your connection.

Please note — the screenshots below are from ThinkVantage version 4. If your laptop is running version
5 please click on the “switch to advanced” button before proceeding with these instructions.

ThinkVantage Avcess Conneclions

—— — —
{tocatior: | Banmér Mesth v | Daconrect ] Swrerte:]  Amances J B el
—— e

BELD ConnectiotreInteret | N Aaeaton Maomae B Dokions i

Y waF (othes cornections \

Step 1: Open ThinkVantage Access Connections

This can be found at several places on your computer. It may show on the start menu as a recently used
program. You can also access it by going to Start->All Programs. Highlight ThinkVantage and then select
Access Connections.
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You can also access it through the ThinkVantage icon in the system tray. Right-click on the icon and
select launch ThinkVantage Access Connections Note: the icon will have a red x through it if not

connected.
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Finally, you can press Fn +F5 on your keyboard to open the wireless radio screen below and select open

Access connections.

Locaton Profile | Wireless Hadio |

Current: Banner Health ~ A )
"y ) Eind Wireless Network
Status . Connecled =t

Banner Health

Home

'[i:i_li Open Aceess Connecharnis. O ) Fn+Fb Sellings .

This should bring up the main ThinkVantage Access Connections screen. Since this is a Banner laptop, it

should already have a Banner Network connection entry.
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@ ThinkVantage Access Conpections

Izcsztiums- Tools Configurs: Services Help

? Help
L]

Connection Manager

J E Location Profiles } I @ Peer toPeer Community l

Locations: 1 Banner Health v | Connact |

Signal sezngth  TIRTDERDRDERRRERNRNRINRNIININD ©%

Stahug Diseannectsd Halp riie fix this
T upe Wireless LAN
IP addtess IF address not azsigred
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Step 2: Click on the “Manage” icon.

i ThinkYantage Access Connections

Locatione Toole Configura Services Help

Help

Connection Manager

E Location Profiles H Peer to Pesr Commurity

Step 3:This brings up the Manage Location Profiles page. Select Create.

Manage Location Profiles

Profle-Acuon  Importf Export Help

Select a profile and then dhooss an action from menubar of right dick for options.
To hide 2 profile from the Locations list and Fn+FE onscrezn menu, and to remove the
profie from sutomatic locabon switching, de-selectit.

Master Profile List Creatz.,

% b

Edit

i

Delete
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Step 4: Enter the name for the Location Profile and then click “Next.”

Create New Profile

1. Wame oflocation profie:

I—(ome‘l_ l [l ~|

2 Type of nebvork cannection:

T Bmst Avaiiable Netwark v
3i Chomse the network adapter you want to useat this location:
Adapter name Adznt=r atabis
Erabled, 100,06 Mbos Bl g

£ 1ntel(R) PRO/1000 MT Mobile Cormectian

[@] " InteliR) PROMineless L&N 2100 38 Minl PCT Adanter Enabled, 11 Mops

<

[ IEnable [EEE 802. 1x suthenticatian for Ethernat
"] Digconmect from the netierk and power off any wireless radic assodated with thiz profile when siitthing to 2 differént location

= (e dle= ] =
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Step 5: This screen will allow you to configure your computer to connect to the wireless network. If you
are not configuring a wireless connection, press “Next” to bypass this screen.

At this point you will need to enter information about the network you are trying to connect to. The
Support Desk will not be able to provide this information. If you are in a hotel or other business, you
can find out from them what information needs to be selected under Network name (SSID) and Wireless
security type. Usually they have instruction sheets for wireless for their business or the staff will be able
to assist. If you are at home, whoever set up the wire work should know the settings. Your
wireless router manufacturer can also provide this information. You will need to know the network
name (SSID), type of security (if any) and the passwords in order to configure this properly.

Find your wireless network name (SSID) by clicking the “Find Network” button.

ThinkVantaze Access Connections

Enter wireless network configuration:

1. Netvark name £S51D): 4. Wireless seourity type:

Mome (Eneyption is dizsbled) v

2. Commection byps: Infrastructure v

[C|Uze this profie to cannect during Windows log an

= Cargull your petwork adaiinigtrator o home cal=vay dotimentstion for appropriste estiings,

s ) e ] (o ] (o]
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This should bring up the Find Wireless network Screen. Select the network from the displayed choices
by clicking on it with your mouse and then clicking on “OK”.

(& Find Wirels

mcdxliv 12
.ThE metworks 4 Enenypted lect ome and then dick CK. _
To view netwd  channg 11 kbove am icon ar chooss Show Details.
Signa! strengthe 100%
Signal Streny 0. 13:54:58:95:05
Do : 605 0% 20% D%
o~
8 Lo, medidiviz
& Lo, [Unknewp]
& L Mnkngwn]
8 g [Unknovin]
/ 8 L [Unknown] =
- & U [Unknown]
B L [Unioiown]
i L medxihvi2
& L. [Unknown]
& L modxinl2 g
[ ] shaw Detas
| Find Azain [ Cancel J I Help |

This should populate the network name automatically into the Network Name (SSID) box.

Enter wireless netwaork configuration:

1. Network name (SSID): W

| Eind Network... |

Note: Some wireless networks are setup to not broadcast the SSID and will not show on this screen. In
this case, you will need to manually enter the name of your network.
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Step 6: Next, select your Wireless security type.

ThinkVYarntage Access Connections

Enter wireless metwork configuranon:

1. Network name (831D | medxiv12 4, Wireless sscurity type:
Nore (enaryption is disabizd v
| Frd metwork... mE i e '
: hene (enayoton is dissbled)
iz Static WEP Keys
e \Wi-Fi Protectet Azcesc—Pre Sharad Key (WPA-PSK)
2. Campection bype: Tt = jes [EEE 802, 1x Authenticstion

! Lis= 802, ix EAP Clszo (LEAP)
Lice 802, 1x EAP Tsco (EARFAST)
Lize Wingaws to Configure Wirelsss Natwerk

[]Use ths profile to conmect durng Windows lag on

*Comsultyour network sdmiristrator of homes get=way documentation for appropriate sstings.

T e e
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If the network is secured, you will also need to enter under the “Properties” tab and click
“OK”. Each type of security settings has different password requirements. The screenshot below is just
an example. Again, the Support Desk will not be able to provide this information to you.

Enter your static WEP key setings:
LD | s R Cpen v
Date shoryption: WEF-S4 bits v
Witelssg Wetivork [WEP) Sealilily Keys Propertiss...
2 Gopieny Ercrivpt dates tansmission Lsing; |Key 1 ~‘|
(%) Use 5 alphanumeric characters (09, a-2)
() Use 10 hexadedmial digits (09, 3°7)
Kay 1
Key 2
Key 3
kzy 4
= Copalt you
[(use this profile to connect during Windows log on
[ ok || concel |
CeF e | [ conel | [ Heo |

Once you have configured the network security settings, click on “Next”. This will take you to the
additional settings screen.
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Step 7: You should leave all the default settings as they appear on this screen. You should not need to
make any changes in order to successfully create a connection.

ThinkVantage Access Connections

Select additional eettings for use 51 thic lbeation,
To leave saitings uhcanged whsn this profile s zopisd, do not ssi==t the carresponding chesibon.
[lietnork searitg]

[C] tart applications automaticaly

[¥] avarride TCP/IR and DS defaults Sefings...

[l Erabie vPH connection

Customize Inlernet Expone or Frefox Srovwser

[#] override home page [ httptfntranet banneshealth.conm/
{¥] Overmnda proxy configuraton Settings. ..

* The Frefox browser must be dossd a0d recpenad when browser setlings are modified by Acess Comnections & them o taks =ffect,
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Click “Finish”. It should ask you if you wish to apply the profile you just created.

ThinkYantage Access Connactions

Select addibonal setongs for use at this location,
Ta leave setiings-unchanged when this prafile is applied, do net select the carrespending cheribox.

[ Netiork secirity
[] Start spplications automatically Eetlres

T e
At orle

ThinkVantage Access Connectidns
Crverride TCRJIP 2nd DNE defeults

[(lEnsbiz vPN connection ' : Apply this prafile now?

Cistomiz InEmet Solorer o Frspx 5

[#] overfide home page - -

Cverride praxy configurstion

* The Firefox browser must be dosed and regpened wihen browser-settings are modified by Access Conmections for them to take effect,

[ <tek || mrwh || concd | [ rep

Click “Yes”. ThinkVantage Access Connections will attempt to connect to the network using this new
network connection. You should then be able to log onto your network.

Reviewed by: Dave Ramsey 5/4/2010



Page |27

When you log into the computer you will have to open ThinkVantage Access Connections and select the

appropriate connection entry from the dropdown menu and click on “Connect”.

i ThinkVantage Access Connections

locations Toels Configurss Services Help

“Lbﬁﬁd ——-1-] Manaos ? Help

Connection Manager

J E. Location Profiles } I ﬂ- Peer toPeer Community l

Lacations: ““home

[%1 Banner Health

Signal stiength  IITTTINERIRRONINERRLANRNNINNND ©%

Stahug Diseaniectzd Healp riie His this.
Tupe Wlireless LAMN
IP addtess IF address not azsigred
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Frequently Asked Questions:

What is SSL VPN?

SSL VPN is a web-based method of securely connecting your PC to the Banner network from outside of
the facilities.

What is Remote Desktop Connection?

Remote Desktop Connection is a tool used to connect to your work PC from your home PC. Once
connected, you will see the same screen you would see if you were physically at your work PC and you
will have access to any applications, network drives for files that you would see while at work. You must
first connect to SSL VPN in order to use Remote Desktop Connection.

What does SSL VPN give me access to?

SSL VPN securely connects your PC to the network. If you are on a Banner PC, it will function just as it
would if you were on the PC at work. If you are on a home PC, you will be able to access websites that
are normally only available from a Banner PC (such as the Intranet), but will not have access to shared
drives, email through Office Outlook or non-web-based Banner applications. If you need access to these
types of resources, you will need to remote control your work PC with Remote Desktop Connection.

Do | need a PC at work for SSL VPN to work?

A PC at work is not required to access Banner websites le on SSL VPN. You will
need to use Remote Desktop Connection to remote control a PC at work if you would like to access your
network drives, non-web-based applications or email through Office Outlook.

If so, does the office PC need to be turned on for me to access it remotely?

Yes, the PC must be turned on in order for you to remote control it. In addition, if you need to access
network drives remotely, you must lock the PC instead of logging out when you leave the work. To lock
the PC, press Ctrl-Alt-Del and then choose “Lock Computer”.

Can | connect to a PC that | share with my coworkers?

Only one person can be logged into the PC at a time, whether they are accessing it locally or remotely.
Remote Desktop should not be used on shared PCs for this reason.

How do | connect to my work PC?

First, connect to SSL VPN using the steps above. Once you are connected, you will need to open Remote
Desktop Connection. On Windows XP this can be found by going to Start->All Programs->Accessories-
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>Communications->Remote Desktop Connection. On Vista, it is located under Start->All Programs-
>Accessories->Remote Desktop Connection.

You will see the following screen once Remote Desktop Connection is opened:

%% Remote Deskiop Connection

Remote Desktop
Connection

Compuler,  pha101101101 |+
Ussrname:  None specified

‘o will be asked for credentials when pou connect.

| Comect || Cowel || Hele || Optionsss |

Type in your work PC name and click “Connect”. Once you are connected, you will be prompted to login
to your work PC. After logging in, you will see your work desktop as if you were sitting in front of your PC
at work. You can go to Start->Disconnect when you are done and wish to disconnect from your work PC.

Note: Mac users can download the Remote Desktop Client from
http://www.microsoft.com/mac/downloads.mspx. The Support Desk does not support the installation
or configuration of this application.

You will receive the following error message if you are unable to contact your work PC:

Remole Desklop Disconnecied

@ This compuler can conniect to the emote compulet:

Fremite Desktop cannot Hind the remote computer Tyoe the camputer nams of P address sgain, and then try connzcting, IF the problen continus:,
‘contact Ihe arner of lhe rsmete compuler o your nebark. sdminstraten

E ok [ Hele |

The main causes of this issue are not being connected to SSL VPN or the remote PC being turned off.
Please see the “How can | verify that | am connected to SSL VPN?” section of this document if you
receive this message.

How do | find my work PC name?
You can find your work PC name by running the Myinfo application. There are three ways to access it.

You can access it by clicking the Myinfo icon by your Start button in Windows:
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You can go to Start->Run, type “myinfo” and press OK:

Run

=

Dpen:

X

g

Type the name of a pragram, faldsy, docomenty ar
Inkermet resource, and Windaws:will open it for yau.

miyinfo ) |

[

o I oo ] powen ]

You can also go to Start->All Programs->Banner Programs->Myinfo.

Your PC name will be the third item listed on the Myinfo screen.

How can | verify that | am connected to SSL VPN?

When you are connected, Windows will show the following icon by the clock at the bottom right of your

screen:

3.

Mac OSX will show the same symbol by the clock at the top right of the screen.

You can also verify connectivity by attempting to ping network resources that are only available while on

VPN. Pi

ng is a simple tool that verifies that your PC is able to communicate with a website or server.

To run a ping test on Windows, go to Start->Run, type “cmd” and press OK:

Run

ooerm:

7%

Type the nameof a program, folder, document, or
Internet resource, and Windows will gpen (L Far you,

o ]

| ok || cancel || Browse.,. |
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This will bring up a command line window:

CIMWIHDOWS sy stem3Z\emd.exe

- Windows %P [Uersion 5.1.26001
CC)» Copyright 1985-2001 Microsoft Corp.

|

Type “ping intranet.bannerhealth.com” and press Enter. If you are connected, you will see the following
result:

[Uersion 5.1.26E01
52861 Microsoft Corp.

H i~ >ping intranet . bannerhealth.com

Pinging phx@@140 . bannerhbealth con [1A6A.2 1781 wvath 32 butes of data:
fReply From 18.61.2.178:

Reply from 18_64.2.1783

Reply €pom 10.64.2_170:
Reply from 168_564_2_178:

Ping svatd igs for 18.6 8=
| Pack Sent = 4. R d = 4, Lest = 0 (Bx loss>,
M ppeoxin round trip t n milli-secondes:

Mindimug = Brs. Max ims, Average = Bms

If you are not connected, it will say “Request timed out”.

You can use the same process to verify that your work PC is online. Type the word “ping” followed by
your work PC name (e.g. “ping phx101111111”) and press Enter. You will receive replies from your
PC’s IP address if it is currently online. If the PC is not online, it will say “Request timed out”. The most
common cause of this problem is the PC not being turned on. If you receive this message, you can
contact someone who has access to the PC to have them y it is powered on.

These steps can also be completed on a Mac by using the Network Utility. You can access it by double-
clicking your Hard Drive and going to the Applications folder. Double-click the Network Utility icon to
launch it. Click on the Ping tab, type the address you wish to ping (e.g. “intranet.bannerhealth.com” or
“phx101111111”) and click the Ping button.

How can | fix the error message “The VPN Client Driver has Encountered an Error”?
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Cisco has provided a possible fix for this error message. The steps are located at:
http://www.ciscopress.info/en/US/products/ps6120/products tech note09186a00809b4754.shtml#rty

How can | enable the numeric keypad when remoting to a Banner PC using a Mac?

If you are remoting a Banner PC with a Mac and the numeric keypad is not working, press the “Clear”
key on the keypad to enable it.
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