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Before calling the Service Desk, please complete the following steps:

v Verify that you are able to get to https://accessaz.bannerhealth.com in Arizona or
https://accesswr.bannerhealth.com in the Western Region. If you are unable to access the site please verify you
are connected to your home internet (the Service Desk can provide generic instructions on configuring your
wireless adapter for your home network). If you feel you are properly connected, please contact your Internet
Service Provider (Cox, Qwest, etc.) to troubleshoot your internet connection.

rnst Explorer providad by Banner Health System
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/ Access Arizona SSL VPN Service

Banner Health’

Login

Please enter your usemame a3 passwer

USERNANE
PASSWORD:
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v Verify that your username and password are valid by logging into Outlook Web Access at
https://bhsmail.bannerhealth.com. If you are unable to login to OWA, you can attempt to reset your password
by using the “Need to Reset your Password? Click Here” link at the bottom of the page. You may also call the
Service Desk to have your password reset.

Outlook Web App
Security ( show explanation )

@  Thisis a public or shared computer

7 Thisis a private computer

[T]  Use Outiook Web App Light

Domain'user name:

Passward:

Connected to Microsoft Exchange
Secured by Microsoft Forefront Threat Management Gateway
® 2009 Microsoft Corporation, All rights reserved,
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https://bhsmail.bannerhealth.com/
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Service Desk Contact information:

Arizona users can contact the Service Desk at 602-747-4444 or 877-247-3499. Western Region users can call 800-424-
8930. Non-urgent issues can also be sent via email to [TServiceDesk@bannerhealth.com. Emails will be responded to

within 24 hours.

The Service Desk can assist with:

e Resetting your password

o Verifying that the SSL VPN system is operational

e Installation of the SSL VPN client and verification of correct laptop configuration for Banner-owned devices
ONLY. (This support is only provided during business hours, while the laptop is onsite at a Banner facility and

connected to the Banner network.)

The Service Desk cannot assist with:

e Troubleshooting your internet or home network connection
e Installing the SSL VPN plug-in on your home PC
e Any error messages that are related to the SSL VPN or Remote Desktop software on your home PC

e Any configuration of your personal PC or printer.


mailto:ITServiceDesk@bannerhealth.com
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How to access SSL VPN:

SSL VPN requires that a browser plug-in be installed the first time that you access it on your PC. The exact steps depend
on the browser you are using (Internet Explorer on Windows, Safari on Mac 0OSX, etc.).

Internet Explorer on Windows:

1. Open https://accessaz.bannerhealth.com (Arizona) or https://accesswr.bannerhealth.com (Western Region) in
your web browser. You will see the following page first and then eventually the login page

(& Tnstallation - Windows Internet Explarer EI@

@I\.__/I - |£,'; https:/faccessaz.bannerhealth.com/CACHE sdesktop/finstall/start. htm - £§| |"¢| x | |;' Web Search 2 -

File  Edit ‘View Fawvorites Tools  Help

¢ Favorites | 93 @ Suggested Sites v @ | Web Slice Gallery »

- = »
(& Installation ,"’I\ * B = [ M= v Page~w Safetyv Tools~ @~

Cisco Secure Desktop

Cisco
& webLaunch Using ActiveX for Installation
Launching Cisco Secure Desktop,
_ Platform
Detection If the software does not start properly, Click here to
end the session cleanly.
- ActiveX

Daone €5 Local intranet | Protected Mode: Off fa v ®100% o«



https://accessaz.bannerhealth.com/
https://accesswr.bannerhealth.com/

= Banner, Health Access Arizof

Login into the website with your network user ID and password.

~

na - SSL VPN - Microsoft Internet Explorer provided by Banner Health

G- B

bernerhealh.con <[ B ][|[x| 5] your first initial with your last name.

Fle Edit Wew Favortes Iools Help

¢ Favorites | (@ Banner Heslth Actsss Atizona - S5L VPN |
| —

=

Banner Health’

N

Access Arizona SSL VPN Service

Please enter your username and password.

USERNAME: |jsmith39

Dione.

& Local intranet oy - Em 0w v

1 C; https:/faccessaz, bannerhealth.com/+ CSCOE + fportal. html - Microsoft Internet Explorer provided by Banner Health

6“/ L4 |§, https bannerhealth. com, V| QJ ‘? A |'-.—l | Peihd

{3 Favorites 1‘5 £ | Patient Phone R

AnyConnect Secure Mobility Client Downloader

5 £ Kronos WORKFORCE CENT... | Lawson portal

-

.| The AmyConnect Downloader is installing AnyConnect Secure
|{éhttps:,i,l’accessaz‘bannerhea\th.comH by Mobiitty Clhent 3.0. 10055, Please wa... L | 7 m=n v Page~ Safety - Tools ~ @v

»

~ .
%Banner He N Service - |IP SEC to S5L

Migration

Cisco AnyConnect Secure Mobility Client

_ALH| Please wait while ‘windows configures Cisco AnpConnect Secure
1 i‘.?‘ I obility Chent

@ Home

@;, Weh Applications

Preparing to remave older versions of this application... ‘ [ Browse Logout

[ ]

%3 AnyConnect

& SSHTelnet

il AnyConnect Secure Mobili

% Terminal Senices(ROP)

’:k,' Terminal Senices(For Vista)

NE wnc

B Tns250

CIsco
P'§ weblLaunch Using ActiveX for Installation
Launching Cisco AnyConnect Secure Mobility Client,
Platform
| Detection If the software doss not start properly, Click here to

end the session cleanly,
- ActiveX
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Hint: Your network ID is typically

The password is the same you use
to login to your computer at work.

At this point you should be at the VPN screen which should automatically begin the download and install of the
Cisco AnyConnect Secure Mobility Client; you screen should look like the following:

\
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4. After the installation is completed, you should see the following:

- = »
(& https://accessaz.bannerhealth.com/+ CSCOE+/p... Eﬁ < w [ e v Page~ Safety Tools~ @@~

o - | .
22 Banner Health AoN PRoster  SSL VPN Senvice - IP SEC to SSL Migration

=

(G} Home Address htpl - Logout (9

(3% Web Applications
|| %3 AnyConnect

_ﬁ SSHTelnet

% Terminal Sernvices(RDP)

"I"'I" AnyConnect Secure Mobility
CISco

‘k.] Terminal Senices(For Vista)
Connection Established

NG wic % WeblLaunch
The Cisco AnyConnect Secure Mobility Client has
-' TMN5E250 Platform successfully connected.

Detection The connection can be controlled from the tray icon,
circled in the image below:

- ActiveX

- Connected

On the system tray (at the bottom right of your screen, next to the clock), you should see the Cisco AnyConnect Mobility

Client symbol with a padlock in front of it.

You can logoff from the AnyConnect client by right-clicking the icon in the system tray and selecting “VPN Disconnect”
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Safari on Mac OSX:

1. Open https://accessaz.bannerhealth.com in Arizona or https://accesswr.bannerhealth.com in the Western

Region in your web browser

;rf_\ a @ Banner Health Access Arizona - SSL VPN ET
§ 4 b @ @mtps.,’jaccessaz.bannerheallh.cumHCSCOEHIogon‘htm] - ’Q.' Google {L}\
[0 ESPN Apple(79)» Amazon eBay Yahoo! News (151)¥
’/" Access Arizona SSL VPN Service

Banner Health’
Please enter your usemame and password.
Y —
Y —

[ Login |
2. Logininto the website with your network username and password.
re 00 Banner Health Access Arizona - SSL VPN ET

| [Z] @ € https:/ /accessaz.bannerhealth.com/+CSCOE+/logon.htmi @/~Q- coogle ON

[0 ESPN Apple(79)v Amazon eBay Yahoo! News (151)v

/ Access Arizona SSL VPN Service

Banner Health’

Please enter your username and password.

USERNAME:

PASSWORD: |



https://accessaz.bannerhealth.com/
https://accesswr.bannerhealth.com/

3. Agree to the terms and conditions of use by selecting “Continue”

This site is for use only by Banner Health (BH)
authorized users for BH official business.
Lnauthorized accessiuse and attempted
accessiuse ofthis system is prohibited and
may constitute a Federal and/or state crime.
Unauthorized disclosure of information
obtained from this system is also prohibited
and may constitute a Federal andior state
crime. BH reserves the right to manitor,
intercept, record, read, copy, access, or
capture user activity, whether authorized or
unautharized.

[ Cancel ] [ Continue

4. On the post-login portal page, select the AnyConnect menu option

Fe a6 https://accessaz.bannerhealth.com/+CSCOE+/portal.htm|

A 1 | & ||+ | © https://accessaz.bannerhealth.com/+CSCOE+/ portal.htm| @~(Q- Google

©

£ ESPN Apple(79) Amazon eBay Yahoo! News(151)v

— 1
—_= i
7~ Banner Health 5 SSL VPN Service

W &5 AnyConneat

Logout @

%O AnyConnect will startin 5 seconds.

« Start now

« Cancel
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5. If this is the first install, allow Cisco Web launch to detect the platform and install the appropriate AnyConnect

VPN client.
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fyoyo https://accessaz.bannerhealth.com/+CSCOE+ /portal.html| ]

| E] 9https,,']a((essaz‘bannemeauh.mmﬁCSCOEHpoHaLhlml oF 'Q' Google [+) |

O ESPN Apple (79)v Amazon eBay Yahoo! News (151)v

2 : .
L= 3
2~ Banner Health" SSL VPN Service

%‘3 AnyConnect Logout 4

alialn gisco AnyConnect VPN Client
Cisco
‘% Weoblaunch Using Sun Java for Installation
Security Warning
Bt Attempting to launch the Sun Java applet which is

i % digitally signed by Cisco Systems. In order to
Detaction properly download and install the plug-in, be sure
to click "Yes" on the security pop-up.

H | -SunJava

(Help)  (cancel)

6. Click “Trust” to accept the certificate warning.

OO0 https://accessaz.bannerhealth.com

This applet was signed by "Cisco Systems, Inc.,” and
| - authenticated by "Thawte Consulting cc”. Do you trust this
‘6'_'1 certificate?

Click Trust to run this applet and allow it unrestricted access to your
computer. Click Don't Trust to run this applet with standard Java
restrictions.

i;:?.:} I._: Show Certificate ;,I I._;Don't Trust;; . Trust

7. Wait for the Cisco AnyConnect client to automatically make the connection.



B ' Cisco AnyConnect VPN Client Edit  Window

alala https:/faccessaz bannef @ © O Cisco AnyConnect VPN Client
< = || & || +| @ nups:/jaccessaz bannerheath.com/+ CSCOE+/portal.himl Sholin
connected to:  accessaz.pannernealth.com  * Al

[T ESPN  Apple (79)v Amazon cBay Yahoo! News (151)v

Connection Duration: 000012 e
= = P— isconnect
N Client Address. 10.65.76.1

~ Banner Health SevrAddress. 2062134090
B sant 398 [

— BesReceied 2083 £
%-‘: AnyConnect [
Connesiion Log
="
W Deuis version 20,0343
N
cisco ‘
Eﬂ WebLaunch Connection Established
The Cisco AnyConnect VPN Client has successfully
o . Platiorm connected.
i The connection can be controlied from the lock icon
in your menu bar.
% 4 MonsS3lpM @
[ ¥ - Sun Java
£
(eln)

8. Confirm that the Cisco AnyConnect icon ( h )is visible at the top right of your screen.

G 2 B A GFOsw Wed 746 AM O

Note — you can logoff from the AnyConnect client by selecting the Logout link at the top right of the page.

F

Logout
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Frequently Asked Questions:

What is SSL VPN?
SSL VPN is a web-based method of securely connecting your PC to the Banner network from outside of the facilities.
What is Remote Desktop Connection?

Remote Desktop Connection is a tool used to connect to your work PC from your home PC. Once connected, you will see
the same screen you would see if you were physically at your work PC and you will have access to any applications,
network drives for files that you would see while at work. You must first connect to SSL VPN in order to use Remote
Desktop Connection.

What does SSL VPN give me access to?

SSL VPN securely connects your PC to the network. If you are on a Banner PC, it will function just as it would if you were
on the PC at work. If you are on a home PC, you will be able to access websites that are normally only available from a
Banner PC (such as the Intranet), but will not have access to shared drives, email through Office Outlook or non-web-
based Banner applications. If you need access to these types of resources, you will need to remote control your work PC
with Remote Desktop Connection.

Do | need a PC at work for SSL VPN to work?

A PC at work is not required to access Banner websites (such as the Intranet) while on SSL VPN. You will need to use
Remote Desktop Connection to remote control a PC at work if you would like to access your network drives, non-web-
based applications or email through Office Outlook.

If so, does the office PC need to be turned on for me to access it remotely?

Yes, the PC must be turned on in order for you to remote control it. In addition, if you need to access network drives
remotely, you must lock the PC instead of logging out when you leave the work. To lock the PC, press Ctrl-Alt-Del and
then choose “Lock Computer”.

Can | connect to a PC that | share with my coworkers?

Only one person can be logged into the PC at a time, whether they are accessing it locally or remotely. Remote Desktop
should not be used on shared PCs for this reason.

How do | connect to my work PC?

First, connect to SSL VPN using the steps above. Once you are connected, you will need to open Remote Desktop
Connection. On Windows 7 this can be found by going to Start->All Programs->Accessories-> Remote Desktop
Connection.

You will see the following screen once Remote Desktop Connection is opened:
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ﬁ Remote Desktop Connection

Remote Desktop
Connection

Computer. | phwl 01101101 v

Uzer name:  Maone specified

“'ou will be azked for credentials when pou connect.

[ Connect ” Cancel ][ Help ][ Optiong >

Type in your work PC name and click “Connect”. Once you are connected, you will be prompted to login to your work PC.
After logging in, you will see your work desktop as if you were sitting in front of your PC at work. You can go to Start-
>Disconnect when you are done and wish to disconnect from your work PC.

Note: Mac users can download the Remote Desktop Client from http://www.microsoft.com/mac/downloads.mspx. The

Service Desk does not support the installation or configuration of this application.

You will receive the following error message if you are unable to contact your work PC:

Remote Desktop Disconnected

@ Thiz computer can’t connect to the remaote conputer.

Femote Dezktop cannot find the remote computer. Type the computer name or IP address again. and then by connecting. [F the problem continues,
contact the awner of the remote computer ar wour network, adminiztratar,

ok | He |

The main causes of this issue are not being connected to SSL VPN or the remote PC being turned off. Please see the
“How can | verify that | am connected to SSL VPN?” section of this document if you receive this message.

How do | find my work PC name?
You can find your work PC name by running the Myinfo application. There are three ways to access it.

You can access it by clicking the Myinfo icon by your Start button in Windows:

74 start €O

You can go to Start->Run, type “myinfo” and press OK:


http://www.microsoft.com/mac/downloads.mspx
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Run @@

- Type the name of a program, folder, document, or
Internet resource, and Windows will open it For you,

Open: | myinfo »

»

I [o]'8 H Cancel ” Browse. ., ]

You can also go to Start->All Programs->Banner Programs->Myinfo.
Your PC name will be the third item listed on the Myinfo screen.
How can | verify that | am connected to SSL VPN?

When you are connected, Windows will show the following icon by the clock at the bottom right of your screen:
G
Mac OSX will show the same symbol by the clock at the top right of the screen.

You can also verify connectivity by attempting to ping network resources that are only available while on VPN. Ping is a
simple tool that verifies that your PC is able to communicate with a website or server.

To run a ping test on Windows, go to Start->Run, type “cmd” and press OK:

Run ? &

- Type the name of a program, folder, document, ar
Internet resource, and Windaws will open it Far you,

Cpen: | cmd w

(0] 4 II Zancel II Browse, .,

This will bring up a command line window:

CAWIHDO WS system32wcmd .exe

Microzoft Windows AP [Version 5.1.260801
¢G> Copyright 1285-2001 Microsoft Corp.

Hz=%>
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Type “ping intranet.bannerhealth.com” and press Enter. If you are connected, you will see the following result:

crosoft Windows EP [Uersion 5.1.26081
{C>» Copyright 1985-2001 Hicrosoft Corp.

:n>ping intranet.bannerhealth.com
Pinging phx@A14@.bannerhealth.com [18.64.2.1781 with 32 hytes of data:
Reply from 18.64.2.178: bytes=32 time<ims TIL=126

Reply from 18.64.2_178: bytes=32 time=imsz TTL=126
Reply from 18.64.2.178: bytes=32 time<ims TIL=126
Reply from 1A8.64.2.178: bytes=32 timed{ims TTL=12&

Ping statistics for 1A.64.2_178:

Packets: Sent = 4, Received = 4, Lost = B <(Bx loss),
Approximate round trip times in milli—seconds:

Hinimum = Bms,. Maximum = ims. Average = Bms

If you are not connected, it will say “Request timed out”.

You can use the same process to verify that your work PC is online. Type the word “ping” followed by your work PC
name (e.g. “ping phx101111111”) and press Enter. You will receive replies from your work PC’s IP address if it is
currently online. If the PC is not online, it will say “Request timed out”. The most common cause of this problem is the
PC not being turned on. If you receive this message, you can contact someone who has access to the PC to have them
verify it is powered on.

These steps can also be completed on a Mac by using the Network Utility. You can access it by double-clicking your Hard
Drive and going to the Applications folder. Double-click the Network Utility icon to launch it. Click on the Ping tab, type
the address you wish to ping (e.g. “intranet.bannerhealth.com” or “phx101111111”) and click the Ping button.

How can I fix the error message “The VPN Client Driver has Encountered an Error”?

Cisco has provided a possible fix for this error message. The steps are located at:
http://www.ciscopress.info/en/US/products/ps6120/products tech note09186a00809b4754.shtmli#rty

How can | enable the numeric keypad when remoting to a Banner PC using a Mac?

If you are remoting a Banner PC with a Mac and the numeric keypad is not working, press the “Clear” key on the keypad
to enable it.

-
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